St digging a Is going to pass along a screen shot of what he Is seeing for November and December. It appears as
though the was less impactful in Novamber, but just these two months ballpark ~2 mitilon + POFs over their
norma) Is piso seeking out data prior and since for review.

sm«w%am making are we me as naedsd for the MIT evalustion
cumently underway an ng that the IP sddresses thesa specific incidants have numerous
additional days of mass downloading.

It some time to normaiize against usual MIT usage, but at first glance, it is reasonably safe to assume from
wha nd | covered that the | responsible has already scquired the entire JSTOR corpus. Giad to have 8 call
ASAP i you think it useful and ) { ow that | thought you might be calling him shortly after recaiving this message
for ctarification. In Bght of this Information, it would seem that we need to try and understand the full picture outside of
the Identified incidents going forward, Certainly our tack here merits some re-evaluation cancerning this case and
the potential for additionsl measures of prevantion as we move forward, Also copying this juncture.

Thanks,
X

JSTOR | Portico

S il e
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tdokmmml analysis that the downloading was done systematically using sequential increases in our
stable URLs. That is, get stable URL 123485, get stable URL 12346, 12347, 12348 and so on.

This tells us a few things. One, that the previous activity was similar to the pattem 5 saqing. That Is, not targeted
towards types. Two, it lends cradence to an entire corpus grab approach. Don't care what it is | am getting, just getme
the next one.

This doesn't appsar to be targated towards research articles or any particular tities, colluctions, or disciplines. Forthe 2.8
milfion in Nov and Dee, the breskdown by article typa is:

Research articles — 1,385,569

Reviaws - 938,063

Misc ~ 459,457

News - 62,127

EdRoriel - 9,472

Those numbers more or less corvelate to tha corpus sa 8 whole. I'd say the ho was going efter evarything.
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Atached are 2 screen shots POF download activity from MIT for November and December. One show's all
downloads and totals 2,854,824 for the 2 manthe. The cther fite: out downloads from the 3 IP's that look to be sssociated
with the downlosd abuse KB)(6),(D ' and totals 17,865 for the 2 manth period. Recognizing thet

» it would still be sefe to say that about 2.8 miiion iilegal

downloads occurred during November and December. We know that some illagal downloading cocurred prior to November
and into January. | don't hove those numbers yat. But looking at the graph you can see that sams pratty aggressive
dmhdkgwuﬂn;»aﬁehtwntdoectmioow). Rseems likely this extended into January for some pertod
af time, ltwouthmndmhmwmmnumudtdanﬁllbnormonddlﬂwuldownludimyhunmm

that are not reflected on this chart, | expact to have January date avallsble for review by Monday, ¥} aiso start koeding Oct
and Sept numbers as well to complete the picture,

snuuw::ganmgouutomam:mdmdwmhelsuelufommnhrandoeumber.ltmn
though the waslesslmpecwlmNwmw,mm&Mumm:mm~2mmm+mWﬂulr
normal also seeking out dats pricr and since for review.

(bX8).(bXTXC)
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stable URLs. That Is, get stable URL 12345, get stable URL 12346, 12347, 12348 and soon.

This telis us o few things. Ona, that the previous activity was simiier to the seaing. That Is, not targeted
mmmummummmmm it is { am getting, st pat ma
the next ons.
!
Senty )y 2011 250 PM
: It's worse than we know

This doesn't appeas to be targated towards research articies or any particular titles, collections, or disciplines. Forthe 2.8
wmilfion in Nov and Dec, the bruaidown by article type (5

Resgarch artictes - 1,385,563

Reviews ~ 938,063

Misc =459457

Nows—02,127

Editortal - 9,472
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Fron: Heymann, Stephen (USAMA) (OX6).EXTICY lDusdoj.gow

Sent: Wednesday, February 02, 2011 8:32 AM ‘
To: [®)E).EBXTC) pos); Extems (b)(E).(b) peambridgepolice.org
Subject: ; pdate; Its worse than we know

—— (b)(s)'(b)(7)(c) };;,a,,"“;” (b)(e ’(b)(7)(C) _Itha_k_a‘.org] s Pl et e Ntk s PeP SIS PR Lo BT
Y, January

Sent: 28, 2011 3:05 PM
To: Heymann, Stephen (USAMA)
Subject: FW: MIT Update: It's worse than we know

« and this too.

] o | |
SEM..M&MZ PM
T

(b)(6),(b)7XC)

Subject: RE: MIT Update: It's worse than we know

b 6 ' . »
| do know from (b)(7) ¢ Jiritial analysis that the downloading was done systematically using sequential increases inour
stable URLs. That is, get stable URL 12345, get stable URL 12346, 12347, 12348 and so on.

This tells us a few things. One, that the previous activity was similar to the patteis seelng. That Is, not targeted

towards types. Two, it lends credence to an entire corpus grab approach. Don’t care what it Is 1 am getting, just get me
the next one,

e (DY O ONINCH '+ il S S s S ——
Frome OO
SNk Irigay, Janiaty £, f0L1 i

This doesn't appear to be targeted towards research articles or any particular tittes, collections, or disciplines. For the 2.8
million in Nov and Deg, the hreakdown by article type Is!

Research articles - 1,388,569

Reviews - 938,063

Misc ~ 459,457

News-62,127

Editorial - 9,472

Those numbers more ar less correlate to the corpus as a whole. I'd say the he was going after Mhiﬂ&

;;o..’;' (b)(ﬁ)'(b)(7)(C) ' . ; T L -

Date: Fri, 28 Jan 2011 14:28:43 -0500 YOI
To[(B)6).B)7)C) Mg_tp( e IMQISM!P




Ce:
Subjoct: Re: MIT Update: it's worse than we know

anmmmmmmmmmmum Ono show'y aff

downloads end totat 2,034,824 for the pthae fitters out downineds from the 3 P that ook 8 ba essodiated
busafe RSl ORTI 3 totals 17,865 for the 2 month perfod. Recognieing that

n the 3 GRtered 1P, R would still bo safe to eay thet sbout 2.8 million ilagal

$omn kgitmats da e
mmummmm mmummmmmum
ond into Jenvery. | don't have those numbers yet. But looking at the graph you can sos that some pretty sggressive
downiveding wes taling plagn tha kst week of Dec (over 100Rday), i soonm fhely this axtended into senuary for soma pariod
of imo. Kwouldn't be much of a stretch to smy that s miuch of o millon or more addiions] downloeds may have ootwTed
that are not reflected on this chart. | apect to heve Januery date svailable for review by Monday. 1) elso stert ibatiing Oct
ond Sapt numbers as well to complete the picture,

HNY( )
-.-.u.

crar——t L e
¥

®)E).OX7NC)
: 105 worsa then we know

HBXB).(B
141

mdmnmmmmmammmuummmmm.nwu
though the less impectful in Novemnber, but Just these two manths baliperk ~2 million + PDFs over thelr
normal usage also seeking out data prior and since for review.




~~END PGP SIGNATURE——



Fons: Ii Y&BRNC Lwnbrldglpnﬂnorp

76 2011 834 PM

fi DY B .
Susjosts ns:roiou-mwmm

gm

monly&mMptwanablemWednaduyiuﬁw4:00pm.duomnnaﬂ-daywmﬂm
starting ot 9am; it sounds like that might not wark for Steve, but if it does, it works for me. Thursday is wide
open all day, with ooly & hard-stop for me at $:30pm. Priday also has me tied up 9am-3pm.

ﬁrtmw,doumwpmmkﬁtmmmdwn

last meeting, 'm
hlnﬁummjuﬂﬂnﬁﬁywwiﬁmofﬁsﬁmﬂmﬁmwsalmdypuhedmwit(ormm
&emofﬂwn), B} is located

2307
bYX7XC




TboﬂyﬁmheptwdhbthMyhah#Wmdwwmmdaymmhm
mum,nmmmmmmmmmmmnmmm Thureday is wide
aﬂhy,wiﬁm!yam-uopfo:meusaolm Fu&yﬂmhumﬁedtm%mépm

Analyst

TT Security Systems & Services
exeeC)

PNG),
I’GPFW
mmu.zou.umm]{ 1 ) wrots:

When would be a good time for you to have a conference call on Wednesday?

Also, if it worla for you, | would ke to drap by your office somstime tomorrow to get a copy of the packet date capture
and the video surveiilance file. When would be 2 good time?

ol
— TR

Jamary 24, 2011 545 PM

2328



on 10/12/10, the NIT Network and Information Security Team received an

email £rom[EVELENNC) Jstating the hat excessive
downloading from IP address

Oon 10/13/10, W aced the second occurrence of excessive
unauthorized dosmloading to a computer registerad on the network as
"Grauce Host" with an emall of ghostd2emailinator.com, a NAC address of
0017£22cb074 and computer name of “ghoet-lapton” D*UXD N1( 1 digahled
the host registraticone identified as bogus.
of Network Security and Support Seéxrvices for MIT, notified b)(6
and , the Director of MIT Operations and Infrastructure,
that ormation indicated that the same unknown person appears to be
using MIT guest registration from a wired commection in building i6.

on 11/29/10, the MIT Metwork and Information Security Team was
notified bx the MIT branch of the Institute of Electrical and
Blectronic Rngineers that journal spidering has occurzed om their site
and it was tracked to the Student Information Processing Board XVM
cluster, a group of computers that are shared and that anyone in the
MIT cmnmtty cl.n m to host a Virtual Machine. :

on 01/04/11,f
rations, and - ;

for Network and Infrastructure Sexvices for MIT, aBking chen

to further pinpoinwatim of the computer downloading ths

journals. At 0808 located a computer hidden by a box

connected to a switch in a wire closet in the basement of building

16, er was also connected to an exterxnal hard
Twucunum a packet capture of the same switch the

01/04/11 and DHCP log in!ogmt or,
nnk ghost-laptop.

SA sntacted SA W (CID) at the CERT Coordinmation

the 8of ing Institute at Carnegis Msllon Univarsity. B8A
provided SA with instructions to upload the data to the CERT dzop
box.

On 01/06/11, at approximately 1232, video survninme lhmd the
individual later identified as Swartz xe 1 £he 3
thomtbookcndextemlmdiu. WRINORE of.thn

and stated that he had locaud the suspect lat.r Ment:i!ied as lunrtz -

riding his bicycle on Magsachusetts Avenue near intersec les
Streat in Cambridge, Massachusetts. gA (bXB)éDXT) &




Prom: PO Juareous

St T , January 13, 2011 11544 AM
Ta: Heymann, Stephen (USAMA} '
(] (BY6).ON7XC) __ |(BOSY); External icearg
Subject RE: Confirming Interviews on Friday

'mlllllh. 1 should have made that ciear in my sarfler e-mall, but was focused on identiying the right S&T
peopls.

::mmmw

Massachusetts institute of Technology

77 Massachusetts Avenue, Buliding [BRSIE! ]
Ca

tek

fox: 617-258-0267

. Thismassega and any sttached documents contain information which may be confidential, subject to priviiage, or mempt from distiosare ander
spplicalle fow. Thess materisls ave intended only for the use of the intoeiad rettplent, Dalivasy of this mescags t0 sy person other than the
intondad reciplent shall not compromise or weive sich confidentiaiity, priviiage, ov exempiion from disclosurs 26 o this communicetion.

romm: Haymann, Stephon (USAMA) (et PRR0) |
i 11 TUBSOHEY. IATHAEN 11, 201

2 0

(b)(8).(b)
uleTn RE; Lonmng Intertiews of

per EOUSA

BXSHBITNG)

Friday doss work for us, aithough It might be easter to start at 11:00 {our conference room is boaked from 9:30 to
11:00). Hopefutly that’s okay.
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We can hold the meeting in the Office of Geners Counsel canforence room, locatsd In room{EXBLER JTo gat here, walk
through the main entrante of 77 Massachusetts Avenue. You wifl entera Isrge iobby (known 85 Lobby 7} and see s long
corridor directly in front of you (known as the infinite Corridor). Follow the infinite Cormidor untl you enter another
isrge opan loblay, known 2z Lobby 10 (you will see a lasge set of doors on the right that look out onto a targe quad facing
the Back 8ay, caliad Kiifian Court). When you're in Lobby 10, there will be two elevators on your left {to further confuse
things, you may see a sign that says "Lobby 13° with an arrow, but you're in Lobby 10 st that point). Take either of the
elevators to the third floor. When you ext the slevators, immediately tum left and you will see 2 sign for the Office of
the General Counsal. mmmmmwummrmwummumomaum
Counsel.

l‘mlnmmhuﬂumawmnlwuhmnMMmmmwddMlm

Offica of the General Counsel

Massachusetts institute of Technology

77 Massachusetts Averwe, Bullding [EXETEXT_|
Camb

tek

faxe 617-258-0267

®X6).(B)XTHC)

any documents contain information which may be confidentia, subject to privilegs, o et from dsciosure usder
appiicsble few. These materisls are intandad only for the use of the tntended reciplent. Deaiivary of this mestage t0 any pereon other then the
Mmdﬁlmmwmmm,mammauwuwum

W)Y

can make it work from your end, let's do the intesviews on Friday beginning at 10:00 2.m, ! anticipate

: RRAOISLORTRC) _ Joining me. Tentatively, we would Hke to speak with the following five people in
the order listed (as well as anyone efse you may think useful or appropriate),

me

2388



ki

" Office of'the General Counse)

Massachusetts institute of T
77 Massachusatts Avenue, Buliding

This message and any sttached docurments contain nformstion which mey be confidential, subject to privilaga, or enempt from disclosre under
#ppicabie law. These matertals are intendad only for the use of the intanded recipient, Delivasy.of this message to any person ather than the
Intanded reciplent shal not eompromise or waive such confidentiality, priviiege, or exemption from disclosure s to this communicrtion.

lfyoummmumrkfmmwutmd.hl’sbmhwmmonFrlﬂavheﬁnﬂnutlb:&a.m. L anticipate

L0 (O} DRI

ning me. Tentatively, we would iike to speak with the following five pecple in

the order (ss well as anyone eise you may think useful or appropriate).

| LUkl ) R

per EOUSA

Thank you, Steve




Friday does work for us, although It might be easter ta start at 11:00 (our conference room is booked from 9:30 to
11:00). Hopefully thet’s okay.

1 have been In contact with the folks In IS&T apd shay cam

Mumwmm&m jgest

we're baing as efficiant as possible. Let me know your thoughts.

We cen hold the meeting In ths Office of Genaral Counsel conference room, located in roomERIET | To get hare, walk
through the main entrance of 77 Massachusetts Avenue. You will enter a farge lobby (known as Lobby 7) snd see a long
corvidor directly In front of you {known as the infinite Corridor). Follow the infinite Corridor until you enter another
large open lobby, known as Lobby 10 {you wii see s large sst of doors on the right that look ot onto u large quad fating
the Back Bay, called Killlan Court). When youre in Lobby 10, there will be two elevators on your left (to further confuse
things, you may sse a sign that says "Lobby 13" with an arrow, but you're in Lobby 20 at that point], Take either of the
tlevators to the third floor. When you exit the elevators, inmediately tum left and you will see 2 sign for tha Office of
the General Counsel. Fotlow the hallway untll you see another sign for the entrance to the Office of tha Genaral
Counsel.

m In meetings the bulk of tuday, so | will be somewhat inaccessible, but we can coordinate any additiona! detalls
tomomow.

2&&0&%0&!“

This mossags and aay sttachad documents contain infotration which mey be confidential, sublect to privilege, or exampt (rom disckasre under
applicble law. These matortais are Intendad only for the wse of the intended reciplent. Delivery of this message to Sny person other than the
intended recipiant shall not compromise orwalve such confidentiefity, oriviiage, or Sxemption from disciosura 83 to this communiontion.

oo Hoyoaon, Staghen (USAW) (el PORRO |oioon] ~

Sent: Monday, January 10, 2011 4:30 PM 2308




on 09/27/10 at approxi T Network Information Security Team
3 tha MIT
rega excessive downlosding from two IP addresses

and 18.55.6.2 yestores MIT acgsss but blocks agcess to the
identified IP addxesses. it.edu) , [(BX8).OANC |
ourity Analyst discovers network registration for “dary

Hoat” % enall .m} ghostemailinator.com, a MAC address of 00
computer name “ghost-macbock® register on tha nstwork on 09/24/10.

disabled the computer registratiom.

rom JSTOR Opexraticns Staff
o inform her that NIT's access

o, the NIT Metwork and Information Sescurity Team received an email from
ating that JSTOR had told her the excessive downloading came from IP

on 10/13/10, %M tzaced the second occurrence of excessive vnauthorized
domloading to a ooupuu: registered on the metwork as “Grace Host” with an email

of g:muzmu aator com, a MAC address of 0017£220b074¢ and computer name of
»ghost -laptop sgistrationas identified as

mo ) )L ‘.. "'.‘_"T' - lt“ mT
notifie {bY8).(bY7)(C) Jne ()¢ - tuun' Oparations and

. HCTUE R uﬁﬂm
be uaing MIT guut regliatzation tm a wired aomotion in bullding 16.

On 11/29/10, the MIT Network and Ianformation Security Team is notified by the NIT
branch of the Institute of Blectrical and Electronic Engineers that journal
spidering is cocurring on their site and it ie tracked to the Student Information
Processing Board XVM cluster, a group of coumputers that are shared snd that
anyone in the MIT community can host a Virtual Machine on.

On 11/30/10, the virtual NMachine dewnloading journals from JSTOR is taken
offline.

on 01/03/11 at imately 1440, [FFOANTC) [received an email f
forvarded fronm informing him that that the excessive

journals bad begun again.

the NIT

o AHDNB).(DXT} nit.adu) a
. k an M) gking them to furcher
the loeauon ot the cmu:er downloud:lng the :Ioumul-. At 0608 locates &
cooputer hidden by a box connacted to a switch in & wirs closet t
of building 16. The cooputer is also comnected to an axternal hwd

drive, establish a packat caphm of the same switch the computer is

found to.

of the Cambridge Police Dapartment and a
alc Crimes Task Force received a call from
T.BDU) of the Massachusetts Inatitute of

T bat an unauthorized computer had been found in a
wire clmt on MIT grounds and Network Traffic suggested that the computer was
being used to dowvnload expensive technical journals without authorization. The
computer was found in a wire closet of in the basement of Building 16, the

2407



Dorrance Puilding (77 'nunchmccu Avenue, Cambridge, MA) which houses MIT

Blological mm«:tmt._ p
Also on 01/04/11, 8A ' D.toctivoand Detectiv W

nf the Boston Police traveled to MIT and met with| 0)(6),(bX7XC)

@ BYTHC) — Bmit.edu) of tha NIT Poliocs, [(B)E)L(DX/) landlb)(©).(b)(]in the basemsent of
kuilding 16. Cambridge Police processed the scene for prints. The netbock found
connected to the switch in the wire olou\: in the hasement of building 16 was an
Acer Aspire One with a serlal nunbez LUSH) DOR1601. The nstbook matches
tha dagsription of an Acer netbook PrV reported as stolen to MIT
Police cn 12/31/10. Natyoy) he netbook was using two IP
address : --'MKQ&A:'- mich are hoch IP addresees belonging to
NIT. Use of XMap showed that the netbook had port 22 and 8092 open. Port 22 is
the default port for S6H (Sscure Shell metwork protocol) and port 8092 that is
oftan associated with TCP (Tranemission Control Protocol) tzaffic., A
surveillance camera was placed in ths wire closet to record anyons returning for
the nethook.

Also on 01/04/11, at approximately 1828, the surveillancs camera was able to
record a wvhite male later identified as Aavan Swartz (DOB 11/08/8B6) enter the
wire closet. Based on tha surveillance video Swarts appeared to replace the
mm&iwﬂthammmmmadmuiwdwm.

Also on 01/04/21,|0XC)  |provided sal higtorical network
flow data IP addresses LQ.QKQMMI md {Q'UK.') m@- from 12/14/10 to

01/04/11 and DHCP rmation fo gra regietered as ghost-machbook and
ghost- laptop. contacted & {CID) at the CERT Coordinaticn

r at the Software Bnginsering Imstitute at Carmegie Mellon University. SA
@@pwﬂm SA[BXE)E Jwith instructicns to upload the data to the CERT drop

On 01/06/11, at approximately 1232, video minance vimd the imvidul
later identified as Swartz return to the " e _th

sxternal hard drive. At mately 1« 5X0),(BX
police Department called : PO X :
located the luspect later duu:iz ed as Smtz uding his bi.mll on

mndmutt;s A !

. BMG 1ieate
-

An inventoxy of the k
og leccated s U8 passport 1nthanmotmonmu. ﬂmtzm
by Cambridge Police to Cambridge Police headguarters to be bocked for
Breaking and Bntering.

Also on 01/06/11, checksd the DHCPR logs for computer registrations with
containing m at. oholt-lapt:op ia seen to ba still active on the
nntmk g tha AC _address as used on 01/04/11 to download journals.
_ ca&)mmmm:kw traces ghoat-
aptop on the nstwock to huilding | 2 00r, NIT Building W20 is the
Stratton Studsnt Center, {PXU).D (D'UXDIG traveled to the Stratton
Student Center and determined that the Network Drop Location ghost-laptop was
connected to was in the Student Information Processing Board office, room
857. [BY6LEBXT){ joontacted to infoxm him that believed they had
_Ltraced ths netbook to a 8 t center. SA mat [{0)6) (b)(7] and
[EXBL.EXTHC)] et the student center and found the Acer Aspire netbook and external hard
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mmmwm mmammamm

Bﬁi had spoken regarding posaible solution utilizing suthentication
Myﬁomtheﬂhnduﬁrlsmkmmloﬁs&uwwkm

Sat 109710} 11:15pm o | 's@mmgmmusronmmueamoﬂ'
again dus to extreme

downloading,

Mon 10/11/10 | 7:44pm Bﬂ &3’ o strategize on preventing these types of abuses and
raises issue of JSTOR

sending in IP sbuse information in timely manner vs. blocking all of MIT's access;
miggesis

mmofbheuqduwm&afvmumnhmuef
resources have been
exploited in the past.

Tue 10/12/10 | 6:36am  Security team receives email fr¢
abuse; no IP address
information yet to act on.

CBE
Tue 10/12/10 | 4:02pm  Security team receives email from|(6).(b |with logs and IP address
information provided by JSTOR.

JSTOR aocess restored. MMMMM
wmomnolmm-mmn Bﬂ Bﬁﬂ garding moze info on firther
bogus registration information,

Will press JSTOR to have brief technical conversation with JSTOR's
folks. Sugpests if our
— proxy solution already in place for other resources is utilized, it's poasible that
cant
fage . nmniunypuhmlelhmnghitwbmpmmmkdmﬂynl
change doesn't inconvenience MIT commurity aocessing JSTOR and there would

to the resource.
Host segistration committing download now shows Grece Host
2aimailinator com)

that's

be

Wemmmwmmmmmmsanmw-
' Wo saw Grace Host registered on 109 using MAC sddress 00172266074 (ghost-

laptop).
W MAC
“uaw mmmuammwmm
tracked on network.

We ssw ghost-macbook change to 00235473585 after being barmed.
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IT Security Systems & Services, IS&T
MIT
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per EOUSA

(b)3):Rule 8E

Thanks

| (b)(8),(bXTHC)

T per EOUSA
Thank you
rk & Infrastructure Services
information Sewvices and Technology (IS&T)

Massachusetts Institute of Technology
ROCITEDND) D7)

All e-mail to/ivom this account is subject to official review and is for official use only. Action may be tnken in
responss to any inappropeiate use of the Secret Sexvice's ¢-mail system. This e-mail may coutain informstion
that is privileged, law enforoement sensitive, or subject to other disclosurs limitations, Such information i
loaned to you and should not be further disseminated without the permission of the Secret Servioe. If you have

2447




All o-mail to/from this asoomas (s subjoct o officlal review and is for offioisl use caly, Action may be taken in response to sy
tnsppropriste ns¢ of the Secrvt Servics'’s o-raall system. This o-mail may contstn information that is privileged, law eaforcement
sensitive, or sulject to other disclosure limitations. Such information 15 loaned to you and should pat be further disssminated without
bpum;:fh&:usm If you have recsived this e-mail in esvor, Jo not keep, use, discloss, or copy X; notify the cander

2454




Just wanted to check In regarding potentially recovering the hard drive thut was reported seen, on the video feed, being
swapped out by the suspect on Tussday; mey/msy not be moot at this point If he's already been bailed aut, buti'd think
that's where a lot of the JSTOR property migit be sitting.

tims for you oll,

l Security Analyst [T Security Systems & Services MIT

I'm super impressad with all the good work that went Into this coming together. Hopefidly it works ke this most of the

2480



After raturning from Bullding 16, | checked radius logs and found the
folowing entries:

perimater:

Thu Jan 6 12:42:08 2011 : Auth: Lagin OK: [004ce5a0c756) (from clent
[RXEIEYD Jrort 50023 cil 00-4C-E5-AD-C7-56)

u 1]

ngent:
Thu fan 613:26:52 2011 : Auth: Login OK: J00-4C-£5-40-C7-56] {from clent {BXOERT) bort 7 ci 00-4C-E5-A0-C7-56]
sestor

Tha Jan 6 13:28:55 2011 : Auth: Login OK: [00-4C-ES-A0-€7-58] tfrom elentEROVBRTT bort 7 i 00-4C-£5-A0-C7-56)

Suspect connected in Bullding 4, then W20, | chacked the switch in W20 snd found &t still active.
We arrived at W20 and traced the jscks to & drop in W20-557. MIT Police detectives arrived and found the laptop in
question. Scene is being processed.

-

RTERICT ] Network Admin

Massachusetts |
EXOE ey
b)(8),(bY7XHC

®XO)EXT
© (BX8).(bX7)(C)
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» All e-mail to/from this account is subject to official review and Is for official use only, Action may be teken in response
unmwmdmmmm'smallmmhommwmﬂnhﬁommm.kw.lw
mmmnmm,mwbpupmmmmmmmmnmwmmmwmu
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DS 17:01:53 2011

o DIENC

Hi there,

! have coflected about 70G of natwork traffic so far with about 88% of which is the ISTOR journal downloads. Pve done
some Initiel checking of the capture and | don’t see anything that identifies a command and control channel. ) was just
wondering what the next step Is.

Thank you

Network & Infrastructure Services
i s and Technology (IS&T)
Massachuzaits mﬂtlm of Technology

EXSTBRTRC) |
3
s r

All e-mail to/fhom this account is subject to official review and is for official use only. Action may be taken in
response {0 any inappeopriate use of the Secret Servioe's e-mail system. This e-mail may contein information
that is privileged, law enforcoment sensitive, or subject to other disclosure Hmitations, Such information is
loaned to you and should not be further disseminsted without the permission of the Secret Sezvice. If you hsve
received this e-madl in exror, do not keep, use, discloss, or copy it; notify the sender immediately and delete

'u‘ . .

All e-mail to/from this acoount is subject to offiotal review and is for official use only. Action may be taken tn
Tesponse to any inappropriate use of the Secret Service's o-mail system., This e-mall may contain information
that is privileged, Isw enforcament sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disserainated without the permission of the Secret Service. If you bave
memmm.ummmmmwmmmmwmm
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P L e

Sent: Thaiesciey, January 08, 2013 3:22 PM

I've setup @ web sarver on the machine containing the files so you can download them. They are in a standard tepdump
format. The URL Is

™

We've got planty of handwidth over tiere, howsver, f downloading this much data is 8 problem for you ! coutd put them
0n & SATA drive and bring them down to your office. Let me know.

Thanks :
[ ®X8).XNC)

Vo MITEDLD
ad(®)(6).(OX7HC)__lpoe)db)(8),(bXTTt

Bast; Wed Jan US 17:01:5% 2011

Hi there,
lmmmmmumum”hmmmwwaumnmm; Tve done

same initial checking of the capture and | don’t see anything that identifies s command and contro) channel. twes just
wondering what the next step is.
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Toma \ LR Y i
" '
e Thaeday, Jenuary 06, 2

A,

| am going to suggest that we take the laptop and hard drive offine today. | think the amount of netwark trafie
Wlsmmm\wmmwummohmpmmnnmmmumnmmuwuum
soma peopia there for 8 short time in an sttempt to ID.

lmm!mncoupbofmmmmmumﬂmbukqummvlm(ormt).

MommwmhWthmnm,hMMlanmenNWlmm?
Also, do we want to have the new drive printed?

-4

: 402 P
aona(R)(0), (X 7HC) |

Hi there,
lMMMMdmmuMMMMMMBmmmm Yvedone
some Initiel chacking of the capturs and | don't see anything that identifies a command and control charnel. | wes just
wondaring what the next step is.

Thank you

Anouﬂwmﬁsmmkcﬁmwoﬁdﬂmuhhoﬁddww.Mmth
mmmwuauwwmm.mmmmm
MhMWW%«mwMWWMM&
meumﬂﬂuldmhﬂrﬂmﬂ:ﬂdﬁhmﬂum&hmm. If you have
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the vidao archive. Did someone take this dawn intentionally ?

R

% -
Massachusetts Institute of Technology

Xi4 HBndluutts Ave. Room FEXELBINC]

What thme works for you to pull the laptop and éxternal? | am in my 8oston office now. | could be there in 15, Fwould
Iike to keep the survelilsnce camera running because | think he will coms back when he ndtices the laptop Is offiine. Is
there any chance we could dust for prints again before we pull the laptop since we know he came back?

1 am golng 0 suggest that we take the laptop and hard drive offine today. | think the smount of network trafiic
captured bs sufficient and would ke 0 remove the lapiop to see if he comas back to retrieve it. fwill be able to put
some people there for 8 short time in an attempt to ID.

1 am following up a coupls of possible I/ this moming and will get back to you on my success (of not).
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The open questions will be if we decide to take it offiine, is this something | can do with instruction or will | need help?
Also, do we want to have the new drive printed?

{

i3 Weones
pd{b{t

0 o .:_:J a4
BBNTHC)  Dusss.dhsgov

Hithere,
| have cofiected shout 70G of network treffic so fer with about $89% of which Is the SSTOR Joumal downloads, 'vedone

soma initisl checldng of the capture and | doi’t see anything thet identifies a command and control channel, | was just
wondering what the next step is.

All e-mail to/from this sccount is subject to officlal review and is for official use only. Action may be taken in
response to any insppropriste use of the Secret Service’s e-mail system., This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations, Such information is
loaned to you snd should not be further disseminated without the permission of the Secret Service. If you have

zﬁvﬂﬁh&mﬂhm.&m%mdﬂmammmhmwﬂm
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Thursday. January 06 11:20 AM

To: (b)(6),(b)7)C) )

Cc (0)(E).00)(7) BOS)

Subject: Re: MIT - Bid 16
@ A
(6).( |that is certainly your call and sounds goody( ¢ |will be responding either way.

l .
jMrTEDUS
11:17:02 2011

Subject: RE: MIT - Bld 16

(bX6),
M We can bag, tag and deliver if that works. | am thinking that j are leaving the camera up, we should be in and
out rather quickly incase the suspect ventures by. | would imagine (b)(ﬁ)' ould process it in her lab,

an( NEMBKTNC) mallhtl;7;;0; cambridgepolice.org]
Sent: January 06, 2011 1113 AM

To: (b)(8).(b)7XC) J’

. b 6) (BY7XC Jusss.dhs.gov'; comcast.net’;
i |(b)6).(b)(7)(C) .dhs.gov’ . .

i s Fw: MIT - Bid 16

Fsﬂa.(b)m&)
The thread below has the status of the investigation to date.

(b)(B).(b7)
As | am on a day off today | would request that CPD Crime Scane parsonnel hook up with 3/ and process
the newest external hard drive for prints that the suspect laft the oﬁerdayaﬂarwaclearsdma scene.

As you'll notice from the thread, the operation is being shut down and we will continue the investigation just not with the
computer hooked up and downloading data.

| BY(6),(b)7)NC
r—(b)(s),(b)m(c_) phane f is (b)(6),(bX7THC) -
(22 lane Eg can you mul(b)(ﬁ),(b)(?)(C) Iand hook up with her and |(b)(7)'

Respectfully Submitted,
l(b)(e). |

—4(b)(8).(b)7NC)

B)(6). BN NG ‘
m OB ' B)E)(5)
e Btedu> [DXELOXNC) Jnitedv>[©)

mmn&. TR



The open quastions will bo if we decida to take it offiine, 15 this something | can do with Instruciion o7 will | nead help?
Also, do we want to have the new drive printed?

| have coliectad about 706 of natwork traffic 5o far with about 98% of which is the JSTOR journal downioads. t've done
some Inltisl checldng of the capture and | don't see anything thet identtfies a command and control chennel. | was just

wondersing what the next step s
Thank you

m‘_\umm
and Technology (1S&T)

Massachuests institute of Technelogy
Room

'_ _TERUIERTAC]

All o-mail to/from this scoount is subject to official review and is for official use anly. Action may be taken in
responss to any inappropriate use of the Secret Servios's e-mail system. This e-mail may contain information
that s privileged, law enforoement ssnsitive, ar subject o other disclosure limitations. Such infomastion is
loaned to you end should ot be further disseminated without the permission of the Secret Sesvice. I you have
:uﬁdﬂondliym,douhm use, disolose, or copy 1t; notify the sender Immediately sad delste




Hi there,

| have collacted about 70G of network traffic so far with ebout 98% of which s the JSTOR journal downloads. 've done
some inkiel checking of the capture and | don't see anything that identifies 8 command and controi channel. § was just
wondering what the next step is.
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